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PHYSICAL LAYER SECURITY AND CHANNEL ESTIMATION IN OPTICAL
GENERALIZED INDEX-MODULATED OFDM SYSTEMS

ABSTRACT

Visible light communication (VLC) is a promising and not completely discovered
technology for next-generation wireless communication systems. In this thesis, gen-
eralized LED index modulation (GLIM-OFDM), which is a new modulation method
for VLC systems based on multi-input multi-output (MIMO) orthogonal frequency
division multiplexing (OFDM), is used. In the GLIM-OFDM system, the real and
imaginary components of the complex time-domain OFDM signals are first sepa-
rated from each other, and then the resulting bipolar signals are transmitted over
a MIMO-VLC channel by encoding the signal information in light-emitting diode
(LED) indices. Higher spectral efficiency and power efficiency are achieved by en-
coding the beacon information of complex signals to the position of the transmitter
LEDs. As in RF systems, physical layer security (PLS) in VLC systems is an issue
that must be taken into account to ensure the security of the system and prevent
access to the transmitted information by unauthorized users. While examining
PLS techniques for VLC systems, this thesis proposes a new and unique PLS al-
gorithm and channel estimation method for GLIM-OFDM systems. We consider
Bayesian(MMSE) estimation to handle the estimation problem, and then we pro-
pose a further enhancement of the PLS algorithm with secrecy key generation. From
the curves we obtained, it is shown that the algorithm provides a high secrecy rate
for the VLC system, i.e., when the legitimate user takes the transmitted information
correctly, the eavesdropper cannot reach the correct information but a distorted one.
Channel information also has an important place for proper transmission. In this
study, the mean square error (MSE), bit error rate (BER), and Cramer-Rao (CR)
sub-bound of the channel estimation algorithm were obtained analytically, and their
performances according to the signal-to-noise ratio were analyzed with computer

simulations. From the obtained MSE, BER, and CR curves, it is concluded that the

vi



MSE performance of the proposed channel estimation algorithm is very high and the
BER performance of the system obtained with the predicted channel information is

very close to the BER performance when the channel is known perfectly.

Keywords:Visible light communication(VLC), Orthogonal frequency divi-
sion multiplexing(OFDM), Physical layer security (PLS),Generalized LED
index modulation OFDM(GLIM-OFDM), Bit error rate (BER), Mean

square error (MSE), Signal to noise ratio (SNR), Channel estimation
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OPTIK GENELLESTIRILMIS INDEKS MODULASYONLU OFDM
SISTEMLERINDE FIZIKSEL KATMAN GUVENLIGI VE KANAL KESTIRIMI

OZET

Gortiniir 1gikla iletigim (Visible light communication, VLC), yeni nesil kablosuz
iletigim sistemleri i¢in umut verici ve tam anlamiyla kesfedilmemis bir teknolo-
jidir. Bu tezde, ¢ok-girdili gok-giktili(multi-input multi-output, MIMO) dikgen
frekans bolmeli ¢ogullama (orthogonal frequency division multiplexing, OFDM) ta-
banli VLC sistemleri i¢in yeni bir modiilasyon yontemi olan genellegtirilmis LED in-
deks modiilasyonu (Generalized LED Index Modulation, GLIM-OFDM) kullanmlmigtir.
GLIM-OFDM sisteminde, ilk once karmagik zaman bolgesi OFDM sinyallerinin
gercel ve sanal bilegenleri birbirinden ayrilir, ardindan ortaya c¢ikan iki kutuplu
sinyaller, isaret bilgileri LED indekslerinde kodlanarak bir MIMO-VLC kanali tizerinden
iletilir. Karmagik sinyallerin igaret bilgilerinin verici LED’lerin konumuna kod-
lanmasiyla daha yiiksek spektral verimlilik ve gii¢ verimliligi elde edilir. RF sis-
temlerinde oldugu gibi, VLC sistemlerinde de fiziksel katman giivenligi sistemin
giivenliginin saglanmasi ve yetkisiz kullanicilar tarafindan iletilen bilgiye ulagilmamasi
icin dikkate alinmasi gereken bir konudur. Bu tezde, VLC sistemleri i¢in PLS
teknikleri incelenirken ayni zamanda, GLIM-OFDM sistemleri icin yeni ve 0zgiin
bir PLS algoritmasi ile kanal kestirim yontemi onerilmektedir. Tahmin problemiyle
bag edebilmek i¢in Bayesian(MMSE) tahminini ele aliyoruz ve ardindan gizlilik
anahtar1 olugturma yontemi ile PLS algoritmasinin geligtirilmis halini oneriyoruz.
Elde ettigimiz egrilerden agikca goriiliiyor ki, onerilen algoritma VLC sistemi igin
yiksek bir gizlilik orani sagliyor, yani mesru kullanici iletilen bilgiyi dogru bir
sekilde alirken, kulak misafiri dogru bilgiye degil, ¢arpitilmig bir bilgiye ulasiyor.
Tletimin dogru bir sekilde gerceklesmesi icin kanal bilgisi nemli bir yer tutmak-
tadir. Bu tezde, kanal kestirim algoritmasinin ortalama kare hatasi(mean square
error, MSE), bit hata orani(bit error rate, BER) ve Cramer-Rao (CR) alt smirlar

analitik olarak elde edilmig ve sinyal-giirtiltii oranina (signal to noise ratio, SNR)
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gore performanslar: bilgisayar simiilasyonlari ile analiz edilmigtir. Elde edilen MSE,
BER ve CR egrilerinden, 6nerilen kanal tahmin algoritmasinin MSE performansinin
¢ok yiiksek oldugu ve kestirilen kanal bilgisi ile elde edilen sistemin BER perfor-
mansinin kanal miitkemmel bilinirkenki BER performansina ¢ok yakin oldugu sonu-
cuna varllmigtir. Anahtar S6zciikler: Goriiniir 1s1ikla haberlesme(VLC), dik-
gen frekans bolmeli ¢cogullama(OFDM), Fiziksel katman giivenligi(PLS)
genellestirilmis LED indeks modiilasyonu(GLIM-OFDM), bit hata orani
(BER), ortalama karesel hata (MSE), sinyal-giiriiltii oram1 (SNR), kanal

kestirimi.
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1. INTRODUCTION

The main objective of this thesis is to investigate the PLS techniques in VLC and
propose a new and novel PLS algorithm and channel estimation method in gener-
alized optical index-modulated OFDM systems. To make these issues more precise,
we now present the basic properties and components of the visible light communica-
tion systems as part of the optical wireless communications as well as the principles

of PLS techniques employed in the optical domain.

1.1 Optical Wireless Communication

Optical wireless communication (OWC) is an attractive new technology with great
potential for next-generation wireless communication systems. Artificial light is
used in almost all areas of our lives, such as ceiling lights, mobile phone screens,
vehicle headlights. It is known that there are billions of artificial light sources like
these examples in the world. After the concept of the internet of things (IoT) came
into our lives, not only computers and smartphones but also cars, lighting, watches,
coffee machines, refrigerators, and washing machines became connected to the in-
ternet. Thanks to the capabilities of modern LEDs, a new communication form
has been developed in which artificial light is used as a communication tool. VLC
is a communication method in which visible light in the 400-800 THz frequency
range is used as a means of communication. VLC is an ultra-fast data transmis-
sion technology that uses light to send and receive messages over a distance. Light
travels 299,792 km per second, which means it is the fastest way of communication.
VLC uses visible light between 375 and 780 nm, which is visible to the human eye.
In VLC technology, data in the form of ones and zeros is transmitted by quickly
turning the light on and off. Data transfer depends on how fast the light can be
turned on and off. That’s why LED lighting is well suited for VLC applications.



VLC requires a transmitter (LED) and a receiver (photodetector). The information
received from the data source is transmitted by the LED via the driver. The LED
flashes quickly to transmit the data to the photodetector. The signals are decoded
by the receiving module and converted into the original information. Processes such
as data packaging, hardware control, encoding and decoding, error handling, and
synchronization are performed through software. VLC cannot pass through walls as
it uses visible light to transfer data. So, it is safer than the other communication
techniques for indoor communication. Also, it is known that VLC does not cause
any harm to human health. VLC, which is the fastest way of data communication,
is used in smart lighting, infrastructure and transportation technologies, the health
sector, aviation, and many similar areas. VLC systems can be the most suitable so-
lution for indoor mobile communication scenarios because of their frequency range.
That is because the existing infrastructure of VLC systems is reusable and com-
bines lighting and communication systems. It is evident that advantages such as
license-free implementation, low cost of deployment, wide bandwidth, energy effi-
ciency, and high security have made VLC one of the strongest candidates beyond
5G wireless communication standards. Besides these, although VLC appears to be
secure compared to other communication methods, ensuring physical layer security
is vital to ensure the complete safety of the system. Physical layer security aims to
increase the security of the communication system used by using the randomness
of the channels and interference to reduce the correct information rate received by

eavesdroppers trying to access unauthorized information.

1.2 Literature Review

The OFDM and modified versions of the intensity modulation/direct detection
(IM/DD) systems in VLC have drawn considerable attention [1], due to the fre-
quency selective behavior of the VLC channels for medium and high data rates and
the ability to efficiently perform bit and power loading. OFDM provides significant
advantages in the presence of inter-symbol interference (ISI) caused by frequency

selectivity. However, it is impossible to transmit OFDM signals without any modi-



fication in optical wireless communications since the transmitted optical signals are
generally unipolar. Therefore, the addition of a direct current (DC) biasing and the
power efficiency of optical OFDM form the primary motivation behind new, energy-
efficient optical OFDM systems. The use of the IM/DD technique naturally requires
light intensity levels to be real and positive-valued. These restrictions lead to many
difficulties when the goal is to transmit IM /DD signals and maintain the same spec-
tral and power efficiency that compatible transmission systems have. Many different
methods have been proposed in the literature to overcome these difficulties. For ex-
ample, real-time domain signals are directly obtained using the conjugate symmetry
feature of the fast Fourier transform (FFT), known as Hermitian symmetry, but the
main innovations of the proposed systems come from how they deal with the bipolar
nature of the signals. One simple solution to generating positive-valued signals is
to add a DC bias after the inverse FFT (IFFT) operation. The resulting system is
called DC-biased optical OFDM (DCO OFDM)[2]. The FFT’s anti-symmetric fea-
ture leads to the asymmetrically clipped optical OFDM (ACO OFDM) scheme, as
described in [3], which is a clever way to solve the bipolarity problem in the OFDM
transmission. In ACO-OFDM, DC bias is significantly reduced at the cost of sac-
rificing half of the spectral efficiency. In [4], a new unipolar transmission system
called U-OFDM is proposed. Half power (3 dB) penalty caused by time-domain
clipping in ACO-OFDM is resolved by transmitting positive and negative frames
separately in U-OFDM; however, both systems only achieve half the spectrum ef-
ficiency compared to DCO-OFDM. The new method proposed in [5] and [6] offers
time-domain superposition for both U-OFDM and ACO-OFDM to achieve the same
spectral efficiency as DCO-OFDM. Recently, MIMO and index modulation trans-
mission methods have begun to receive significant attention in the VLC literature
for transmitting additional bits with reduced energy consumption. In [7], MIMO
VLC-based systems are examined for the multi-user case. Index modulation tech-
niques, in which indices of the building blocks of considered communication systems
are used to transmit additional bits of information, are particularly promising for
energy- and spectrum-efficient IM/DD applications. Transmission systems based on

index modulation offer additional degrees of freedom to compensate for the loss of



phase size. In [8], spatial modulation (SM), the most common form of index modula-
tion, is adopted for MIMO-VLC systems. The performance of SM and some variants
of it are examined for VLC systems [9]. Also, a 2x2 optical SM-based structure is
proposed in [10] to overcome DC bias loss by adding two LEDs to send negative
and positive signals. Taking advantage of different wavelengths in the visible band
is another promising solution to improve spectrum efficiency through multi-channel
communication [11]-[15]. Eavesdropping is an issue to consider when considering
wireless communication systems because the broadcast nature of electromagnetic
waves includes optical band and dense small cell networks with decentralized struc-
ture [16]-[17]. Security in wireless networks is usually provided with passwords or
secret key distribution, but these methods also have vulnerabilities in cases where
the eavesdropper has high computational power[18]. Also, the secret key is diffi-
cult to manage and distribute over a densely deployed network[19]. Moreover, the
physical layer has been used as a gate to connect the other six upper layers of open
system interconnect (OSI) to the real world. Therefore, physical layer security has
vital importance when we consider the security of the wireless communication sys-
tem. It is shown that PLS relies on the secrecy capacity of the channel, making
use of channel features to hide information from unauthorized users in [20]. MIMO
systems have a big potential to combine high achievable data rates and physical
layer security. As we see, physical layer security is the main problem to handle for
indoor VLC systems because VLC is safer than the other communication systems in
theory. Still, if there is an eavesdropper in the room or windows, it can turn unsafe;
that is why physical layer security is one of the main stones for visible light commu-
nication systems. There are many pieces of research in the literature about PLS for
VLC and its main concept. [21] gives a detailed survey and literature information
of PLS in VLC. Some systems use a technique that combines the message signal in
the transmitter with mixed sequences, preventing the eavesdropper from reaching
the actual information and enabling the receiver to obtain the correct information
using the known mixed pseudo-random code[22]-[24]. To achieve a good secrecy rate
in an indoor VLC system, polar codes are proposed in [25]. In [26], a key genera-

tion mechanism is proposed that increases the robustness of the system. Unlike the



others, systems establishing a protective zone around the legitimate receiver have
also been proposed. To enhance the system’s secrecy performance, a disk-shaped
protection zone is designed around the legitimate receiver in [27]. In [28]-[34], a
method called friendly jamming, which means an artificial noise is produced and
applied to eavesdropper to degrade its channels, is used. A system in which half
of the LEDs are used for jamming and the others used for the information-bearing
signal is proposed in [35]. In [36], to provide physical layer security for optical
generalized space shift keying (GSSK), a novel spatial constellation design (SCD)
technique is proposed. This study proposes precoded-PLS techniques, zero-forcing
(ZF), minimum mean square error (MMSE), and secrecy key generation for precod-
ing at the transmitter. It is aimed to eliminate the drawbacks by using advanced
techniques for each step. On the other hand, there are very few studies, and publi-
cations in the literature on channel estimation related to VLC systems [37]-[38]. In
this study, a channel estimation technique with low computational complexity and
high MSE performance is proposed for a 4 x 4 MIMO-based optical OFDM system
called generalized optical OFDM, proposed in [39], to work in the presence of flat-
frequency and frequency-selective channels. In accordance with the MMSE criterion,
the Cramer-Rao lower bound that the developed channel estimation algorithm can
reach is also obtained analytically. Using computer simulations, the BER perfor-
mance of the system is examined under various signal-to-noise ratios, and 4QAM,

8QAM, and 16QAM modulation types after channel information is estimated.

1.3 Motivation

Due to the rapid development of technology, speed and security in communication
systems have become very important. Since radio frequency (RF) technology could
not keep up with the rapid increase of communication devices, a search for new tech-
nology has arisen. As a result of the necessity, VLC emerged as a candidate. Light
cannot pass walls or solids; therefore, VLC is safer than the other communication
systems. However, this is no longer valid for common areas, such as libraries, offices,

etc. In the environment where there is an eavesdropper who is not asked to access



the transmitted information, physical layer security is the case for the system, and
channel information has an important place to ensure security. Since the devices
in the room are mobile, channel information is required for each location where the
devices can be found. Based on this idea, the channel estimation accuracy is crucial
to ensure secure communication for indoor VL.C scenarios. The studies in this thesis
aim to ensure physical layer security and estimate channel information for an indoor

VLC system, considering the realistic channels between OWC connections.

1.4 Contribution of the Thesis

In the studies carried out within the scope of this thesis, it will be assumed that
VLC channels have a deterministic and sparse structure. In other words, VLC
determines the channel impulse response with a component consisting of a line-of-
sight (LOS) transmission and very few components caused by reflections. The main

contributions of this thesis can be listed as follows:

1. Designing a new and novel physical layer security technique based on precoding
at the transmitter side for the optical generalized index-modulated OFDM
(GLIM-OFDM) transmission adopted in the indoor VLC systems.

2. Developing a conditional Bayesian(MMSE) estimation to solve the estimation
problem analytically.

3. Giving further enhancement of the PLS algorithm with Secrecy Key Genera-
tion.

4. Determining the visible light channel models for indoor visible light communi-
cation scenarios and generating suitable visible light channel models depending
on the geometry of the environment in the computer environment.

5. Developing a new and unique channel estimation algorithm for GLIM-OFDM
system.

6. Obtaining the MSE performance of the developed channel estimation algo-
rithm and examining the effects of these errors on the BER of the system.

7. Driving the Cramer-Rao lower bounds (CRLB) analytically, which is a mea-



sure of the quality of the channel estimation algorithm and comparing the

theoretical CRLB with the computer simulations.

1.5 Thesis Outline

In Chapter 1, the introduction of the thesis, the literature review, and the motivation
of the thesis are presented. In Chapter 2, the working principle of VLC is introduced,
including the transmitter and the receiver of VLC, which are LEDs and Photo-
diodes, respectively. In Chapter 3, the OFDM technique used in the VLC system,
which is named GLIM-OFDM, is detailed. In Chapter 4, the physical layer security
of visible light communication is introduced. Three different transmitter precoding
techniques are applied to see the difference between the change in secrecy capacity
and an enhanced solution. In Chapter 5, a new channel estimation algorithm is
proposed for GLIM-OFDM. In Chapter 6, computer simulations for PLS and channel
estimation are given, and SNR and BER performance are shown in the presence of

the channel estimation. Chapter 7 presents the conclusions of the thesis.



2. VISIBLE LIGHT COMMUNICATION WORKING
PRINCIPLES

Light travels at a speed of 186.000 miles in a second, and VLC uses light to transmit
data meanly; it is evident that VLC is the fastest way of communication. Every
form of data can be changed into zeros and ones. In VLC, these data, which are
represented by zeros and ones, can be symbolized using on-off keying. In other
words, turning the light on and off, fastly, like blinking. LED has a fast switching
property that is why LED lighting is suitable for this process. LEDs are used
as transmitters and PDs which have a good response for visible light wavelength
are used as receivers. The signal transmitted in VLC has to be positive and real
characteristic. Air is taken as the communication medium. Figure 2.1 shows the
basic block diagram of a VLC system which occurred of a receiver part, a transmitter

part and a channel.

W

Transmitter

el Lol G L 09

\/\/

Receiver
Figure 2.1 Basic Block Diagram of a VLC System

The received signal in a VL.C system is shown below,

r(t) = Hs(t) + w(t) (2.1)



where r(t) represents the received signal, H represents the channel response, s(t)
shows the signal and lastly w(t) denotes the additive white Gaussian noise (AWGN)

for the system.

2.1 Transmitter of VLC

In VLC systems, LEDs are used to transmit data as the transmitter. The devel-
opment of LED technology has made it easier for optical communication to take
precedence over other types of communication. The mission of LED is to convert
the modulated electrical signal into an optical intensity value. LEDs are divided
into two types as a single color and multi-color. Multi-color LEDs are known as
RGB (Red-Green-Blue). LED colors can be assigned to antennas. LEDs blink too
fast for the human eye to detect, and in this way, they transmit bits, i.e., zeros and

ones, to the receiver.

2.2 Channel of VLC

The VLC channel model uses channels created using LoS elements between LEDs
and photodetectors. While modeling the channel, the LoS channel matrix with

dimensions N, x N, is created in the following order:

h171 h172 R hl,Nt
h2 1 h2 2 “ e h2 N,

H _ .7 ’ 34V 6 R+
hn.i hn,2 .. hw,on,

here, N, represents the number of receivers and N, represents the number of trans-
mitters. h,, shows the channel coefficient between the r-th receiving PD and the

t-th emitting LED and is calculated as follows:



W, — (m + 1) APD
mt 2mdz,

cos™ (¢y.t) cos (Or) 1\111/2 (Or)

Accordingly, the angles ¢,; and 6,, represent the angle of emergence and angle of
incidence between the r*" receive PD and the ¢* transmit LED, respectively. The
distance between the r** PD and the ¢"* LED is denoted by d,;, and the parameter
m is the Lambertian emission order of the light source. App shows the domain of
the un-imaged PD. 1y, , is the indicator function what decides whether the angle

of incidence is in or not in the field of view (FoV) of the PD as follows:

Lif,|z] < @iy
1\1/1/2 (l’) =
0, otherwise

where @, 5 is half angle of the PD’s field of view.

Figure 2.2 shows the visual representation of the channel parameters:

th LED

.‘-...--_.. [

Figure 2.2 Geometry of an indoor VLC scenario
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2.3 Receiver of VLC

After the channel response is applied to the optical signal, the resulting optical signal
passes through the optical concentrator and optical filters and reaches the PD. The
next step after PD is an amplifier to amplify the signal, and then the resulted signal
gets in an equalizer. Lastly, an electrical filter is applied and the resulted signal
reaches the user as an electrical signal. An illustration of the receiver part of a VLC

system is shown in Figure 2.3.

. Amplifiers :
% thlcal Photodetector % and % E:ﬁztrncal % USER
Filter Equalizers ﬁ
Optical E!ectrical
Signal Signal

Figure 2.3 Receiver side of a VLC system
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3. OPTICAL GLIM-OFDM IN THE PRESENCE OF
FREQUENCY-FLAT MIMO CHANNELS

The GLIM-OFDM transceiver block diagram for frequency-flat MIMO channels is
given in Figure 3.1. Information bits N log,(M) carrying the vector u are ap-
plied to the GLIM-OFDM transmitter for transmission of each OFDM block, where
N is the number of OFDM subcarriers and M is the size of M-level quadrature
amplitude modulation (M-QAM) signals used in transmission. The operation of
DCO-OFDM, ACO-OFDM and non-DC-biased OFDM (NDC-OFDM) optical com-
munication systems relies on Hermitian symmetry to generate real-time signals after
the IFFT process. In the GLIM-OFDM, the OFDM modulator directly processes
the complex frequency domain OFDM frame xp without requiring Hermitian sym-
metry. The resulting time-domain OFDM frame xp=[z; ... zy]? is composed of
complex-valued and bipolar (positive and negative-valued) elements; therefore, it
cannot be transmitted via a VLC channel. To solve this problem, a new LED index
modulation-based MIMO transmission technique has been developed. After parallel
to serial (P/S) conversion, using a technique similar to [39], for each time-domain
OFDM signal xp, where k = 0,1,..., N — 1, first the real and imaginary parts of
the complex signal x;, are separated where x,=xy g + jzi . The resulting real but

bipolar signals xy g and xy, ; are then processed by positive-negative (+/-) separators

to yield the following positive real-valued signals:

Tk R, if, Tk R > 0 0, if, TkR > 0
= Ty p=

k,R k,R

0, lf, TR < 0 —Zk.R, lf7 T Rr < 0

(3.1)
Tk T, lf, Ty >0 0, if,ZEk;[>0
ot = ) ) = )

k,I k,I

0, lf, Tr1 < 0 —Tk,1, 1f7 Tk, < 0
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Figure 3.1 Block Diagram of the GLIM-OFDM for a 4x4 MIMO-VLC system

These signals are transmitted simultaneously from a ngrxny MIMO VLC system,
where nr and ny indicate the number of the receiver (Rx) and transmitter (Tx)
units, respectively. As can be seen from Figure 3.1, the LEDs transmit the absolute
values of the zj r and zj ; signals and are thus positive real numbers. Also, unlike
other optical communication systems, GLIM-OFDM completely eliminates the Her-
mitian symmetry at the input of the IFFT and the loss of spectral efficiency caused
by Hermitian symmetry. As a result, the spectral efficiency of the GLIM OFDM
system is log, (M) [bit/s/Hz], achieving a spectral efficiency up to twice that of con-
ventional systems. Positive and real-valued OFDM time samples :Uz R ThRs xz ; and
xyp where k =0,1,..., N — 1 are transmitted over a 4 x 4 optical MIMO channel
which is represented by H as,

y=Hx+n (3.2)

where y = [yrr.. Ykng)? € R™®*! is the vector of received signals that contains
the electrical signals obtained from PDs at the Rx units. In (3.1), n € R"®*! is the
vector of real-value AWGN that models shot and thermal noises. The elements have
a probability distribution N (0,62) and are added to received signals in the electrical

region. The transmitted signal vector x € R**! is generated for GLIM-OFDM as:

X = [x;Rx;’RﬂeLx;I}T. (3.3)

Over a 4x4 optik MIMO channel which is shown as H=[(h(r,t)], h,: represents
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the channel gain of the optical wireless channel formed between the ¢t"* LED at the
transmitter and the r** PD at the receiver. In this study, the SNR is defined as the
average SNR at the receiver:

Pelec
SNRp, = 5 (3.4)

where Pge is the average electrical power reaching the receiver and o2 is the noise
power at the receiver. The positive and real-valued OFDM time samples z; 5, ; g,
:)3; r and 2 ;can be transmitted simultaneously over an 4 x 4 MIMO VLC channel,

represented by

hip hia hig hia

- h2,1 h2,2 h2,3 h274 ER4X47 (35)

hsi hsa hss hsa
hag hao hag haa

where h,, denotes the channel gain of the optical wireless link between the Tx unit
(LED) t and the Rx unit (PD) r. It should be noted that, ny must be divisible by
four for the proposed scheme where it is taken as ny = 4 in this work. In real indoor
VLC systems, given a number of LEDs placed on the ceiling with known geometry
and some tilts, the channel coefficients can be determined between each of the LEDs
and the points on a grid over the floor by either a ray-tracing method of Zemax(c)
which is an optical and illumination software or by the formula given as

. (m + 1)APD m 81
hi = 27 D2 cos™ (¢;) cos(0;)rect FOvo ) (3.6)

where the angles ¢; and 6; represent the angle of incidence and angle of arrival be-

tween the receive PD and i*" transmit LED, respectively. The distance between the
receive PD and " transmit LED is denoted by D;. The parameter m is the Lam-
bertian emission order of the light source and defined as m = —1/logy(cos(®y/2))
where ®; /5 is the semi-angle of the half-power of the transmit LED. FOVpp and
App are indicating the semi-angle of the FoV and effective area of the non-imaging

PD, respectively.

In the GLIM-OFDM scheme, LEDs transmit the absolute values of xj r and

signals and the index of the transmitting LED determines the sign of the correspond-
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ing signals similar to the NDC-OFDM scheme. However, unlike the NDC-OFDM,
GLIM-OFDM completely avoids the Hermitian symmetry at the input of IFFT as
well as the accompanying loss in spectral efficiency. Consequently, the spectral ef-
ficiency of the proposed scheme becomes log, (M) [bits/s/Hz|, which is twice that
of NDC-OFDM and DCO-OFDM schemes since Hermitian symmetry is no longer
required to produce real-valued OFDM symbols. In this study, we consider ng = 4
for ease of presentation, while a generalization is straightforward. We assume that
the LEDs are operating within their dynamic range. Note that the operation in

(3.1) is not subject to non-linear distortions.
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4. PHYSICAL LAYER SECURITY IN OPTICAL
GENERALIZED INDEX-MODULATED OFDM
SYSTEMS

In visible light communication, channels are formed over the line-of-sight element
and transmission occurs on these channels. Also, visible light cannot pass through
opaque walls. For these reasons, VLC provides a more secure communication than
RF in an indoor communication system. While physical layer security is an issue that
is already considered in RF systems, it has become an essential issue on VL.C with the
emergence of VLC. Creating a protective field around the receiver, applying jamming
signals to the eavesdropper, minimizing the correct information rate received by the
eavesdropper by precoding at the transmitter are some of the methods used to ensure
physical layer security. In this thesis, precoding is applied to the transmitter, while
the authorized receiver reaches the correct information, the eavesdropper obtains
the information with a terrible success rate, thus the system ensures physical layer
security. As we will see in the following sections, while the information precoded
in the transmitter is decoded and revealed correctly at the receiver, the signal that
reaches the eavesdropper is in a corrupted state and the system’s secrecy rate is high.
In this study, three different precoding techniques are used which are zero-forcing,

Bayesian estimation(MMSE) and secrecy key generation, respectively.

4.1 Precoded(ZF) Transmitter Aided PLS in GLIM OFDM Systems

With the aid of the legitimate user’s (Bob) channel state information at the transmit-
ter (CSIT), the BER performance of Bob is minimized over the provided co-channel
interference-free and low complexity transmission between the source and Bob. On
the other hand, the BER of the eavesdropper (Eve) is degraded significantly. To

achieve the above objective, the precoding matrix P has to ensure that no energy
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leakage among the receiving PDs. For this purpose, the ZF precoding or the MMSE
precoding may be used. We adopt the ZF precoding in this work whose precoding

matrix P is constructed from the pseudo-inverse of Bob’s channel Hp as

P = (HLHp)  Hf (4.1)

where 8 = /N, /trace(PTP) is a normalizing factor. It can eliminate the co-channel
interference among the receiving PDs completely by preprocessing the source signal
X = [x;R, Ty R le,x;’[]T € R"»*1 before its transmission. Consequently, a low-
complexity signal stream estimation of x becomes possible at the receiver of the
legitimate user(Bob), independent of the channel parameters. However, since the
channel Hg between the source and an Eve is different from Bob’s channel, the
precoded source signal will be received by Eve with a jamming signal generated as

a result of the precoding mismatch with Eve’s channel.

After transmitting precoding, the time-domain, positive and real-valued OFDM
sample vectors x are converted into an optical signal u transmitted from the acti-

vated LEDs, which can be written as
u = Px. (4.2)

where the signals emitted by the LEDs are indicated as the elements of u. According
to (1), for a given OFDM signal, only two out of four elements are non-zero, i.e.,
two LEDs remain inactive (turned off). In this way, the proposed scheme utilizes
the index modulation concept for the active LED indices to transmit the complex

OFDM signals.

4.2 Normalization of Powers at Transmitter

The signal components of u, wu;’s in (4.2), arriving at each LED are real-valued
variables taking values in [—umax, Umax), With substantial power fluctuations and a
wide dynamic range. Hence, the positivity of the amplitudes, as well as the nor-
malization of powers at the transmitter, should be ensured before transmission over

the LEDs. For every channel realization, however, the normalized signal powers,
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Ug, k=1,2,--- ,nr(ny = 4), driving each luminary, are subject to a power con-
straint |uy — uge| < auge, where ug. is a de(direct current) bias and o € [0,1] is a
constant selected such that linearity is maintained over the LED operating range
[(1—a)uge, (1 4+ a)uge]. Consequently, the peak constrained signal driving kth LED

can be determined as
ﬂk = auy + b, (43)

where a = Quge/Umax and b = uge.. The term uya, can be computed both at
the transmit and Bob’s receive unit as follows. Since the complete Bob’s CSI,
Hg € RY™Nt is known by the transmit unit and Bob’s receiver, it can be seen
from (4.2) that the norm of u, for each LED combination for a given user location,

can be upper bounded as

luf = [Px]|
=< |P|x
=< Pmaxdet(P)1y, = Unax 1y, (4.4)

where, the symbol < denotes component wise inequality between two vectors, and |.|
around a matrix denotes component-wise absolute value and ppax = o/ E{x2,. .}
Here, p is a constant and for a given dB level, it can be determined from dB =

It

101og(1 + p?). Tmax 2 max {Zk.r, Tr1}, where Ty r = |xpgr| and Tp; = |2k
can be easily shown that 7 p and ) ; have folded Gaussian distribution having the

following pdf

2 e
pfk,R(I)(U) = ﬁe , v=>0. (4.5)

It then follows easily that the pdf of Zpmax 18 Pa,... (V) = 2+/2/7 erf(v/v/2) exp (—v?/2)

and E{z2,.} = (0/5— 1) = 0.8183,

Finally, the signal observed at the N,. PDs of Bob (B) and Eve (E) after propagation
through their respective channels may be written as
YB = SB + bHB]-Nt + np (46)

yg = sg+0Hgly, +ng (4.7)



where,

11>

SB HBPX = ﬁX

S HyPx = fHg (HLHp + ely,)  Hpx

SE

and, yp,yr € R"®*! are the vectors of received signals that contains the electrical
signals obtained from PDs at the PDs Bob’s and Eve’s Rx units. In (4.6,4.7),
ng,np € R"#*! are the vectors of real-valued AWGN samples, that models the shot
noise and thermal noise in the Bob’s and Eve’s chanels, with variances, o3 and o2,
respectively. Since, the dc-bias, ug., and the channel matrix, Hg, between the source
and Bob are known, uq. can be suppressed before detection process. Consequently,

the received signals (4.6) and (4.7) can be re-expressed as

yB = [x+ng, (4.8)
vg = [Gx+ ng, (4.9)

where G £ Hy (HEHg + eIy, ) HE.

4.3 Conditional Bayesian(MMSE) Estimation

A straightforward solution to the estimation problem formulated in (4.8) and (4.9)

is the use of the ZF equalizer, which yields an estimate of x simply as

. %yB7 for BOB’s transmisson
(4.10)

%G_ly]g for EVE’s transmisson.

After this operation, the receiver can determine the indices of the active LEDs
and corresponding signals by selecting the higher magnitude signals from x ZF
[11]. Despite its simplicity, the ZF estimator can significantly enhance the noise
power through the multiplication of n with H™!; furthermore, it does not consider
the probability distribution of x as a priori information and consequently, it may

produce negative-valued estimates.
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To overcome the aforementioned drawbacks of the ZF estimator, in this section,
we propose a novel MMSE in a Bayesian setting by taking into account the prior
information we have for the signal vector x. The overall estimation scheme can
be presented now as follows. Since the transmitting precoder is capable of perfectly
separating the streams of N,.(N, = 4) parallel OFDM time samples at Bob’s receiver,
as seen from (4.8), a low complexity single steam estimation of these samples is
facilitated at the receiver. Hence, given the indices of the active LEDs i; € {1,2}

and iy € {3,4}, (11) may be decomposed into

yp(i1) = BTrr+np(i), 4 €{1,2} (4.11)
yp(iz) = PBTyr+np(iz), iz € {3,4} (4.12)
yB(j) 3 nBU)? j S {1727374}andj 7A {i17i2}> (413)

where yg(j) and ng(j) are the 7, (j = 1,2, 3,4)th components of yz and ng, respec-
tively. Consequently, for a given estimated LED indices pair (iy,45) with iy € 1,2
and iy € 3,4, the conditional MMSE estimation of Z; r and ) ; can be estimated

as

where, for the notational simplicity, we define 2 :E,i(g’((l()b)), Yy 2 yp(m) and Tyvsg 2

~(i1,((i1))
5751<;,11~z(1r)1 3

The observation equation in (4.11) and (4.12) can be written with the simplified

notation as
y=z+n (4.15)

where z = Sx.

The MMSE estimation of x is determined from (4.15) as,

—+o0
TMMSE = E{x|y}:/ pr\y(%y)dv

= pyty)/ Oovpy\x(vvy)pz(v)dva (416)
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where p,(v) and p,(y) are the pdfs of x and y, respectively; and py.(v,y) is the
conditional pdf of y given z and pdf of = is a folded Gaussian and its pdf is given
by (4.5). Hence, p,(v) can be expressed as

1 2 2
p.(v) = e /P for t>0. (4.17)

\/ P2

The pdf of n can be written as
1 —n2 /202

where 02 is the noise variance. Since we may assume that x is independent of n, y

is the sum of two independent random variables and its pdf is

+o0
00 - / e (4.19)

o0

Substituting (4.35) and (4.18) into (4.19), we obtain

2 _of—B ).t
py(y) = o T ) (1 Q(U\/m»e g (4.20)

where Q(z) = T;? [F°7e=*/2dt. From (4.15) and (4.18), it is easy to see that
—(y—PBv)2 /202
py|m(va y) = pn<y - 50) - 71'0'2 e (y—pv)*/205 (421)

Finally, substituting (4.38) and (4.21) into (4.16), and after some algebra results in

the following closed form expression of the MMSE estimator of x given y:
o, e—B%v? (207 (8% +207)) N By

21(B% + 202) 1 — Q(By/(0n /(B2 + 02)) B+ 207

TMMSE = (4.22)

The above expression shows that the MMSE estimator depends on the signal power
E{z?} = 1/2, the noise power ¢2 and the normalizing constant 3. Now let the SNR
is defined as SNR = 32E{x?}/o2. We can then obtain Zynsg values from (4.22) at
high SNR and low SNR regions as follows:

Y, as 02 — 0

TNMSE =
E{z} =1/y/m as o2 — +oc.
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The MMSE estimates of Zj r and Zj, ;, condition on (i1, (i2)) are determined from

(4.22) as

+ +
~(i1) ~ ~(i2) ~
Tpgr= [SCMMSE!y—y(n)] , Thy = [$MMSE|y—y<i2)} (4.23)

where [z]T denotes max{0, x}.

After finding the MMSE estimates of Zj g and Ty, g for all (i1, 2) € {(1,3),(1,4),(2,3),(2,4)},

the indices of the active LEDs are selected according to

i = argmax|yp(ir) — BT
1
b = mgmaxlys(i) - A7 (4.24)

The R/Z combiner then calculates the estimates the complex-valued time samples

T, k=0,1,--- /N —1, as

/_\(21) e /_\(23) e

N Tp =1 Ty g if 19 =3

Lk,R = . . Tkl = . . (425)
By ifdy =2 —Tey ifi, =4

After this point, classical OFDM processing steps such as serial-to-parallel (S/P)
conversion, FFT, and M-ary demodulation are applied to obtain to detect the trans-

mitted information.

On the other hand, exact analytical expressions for the optimal MMSE estimator of
X at Eve’s receiver cannot be obtained analytically from the observation equation
in (4.9), similar to the MMSE estimates obtained for Bob’s receiver. However, note

that condition on (i1,1i2), yg in (4.9) can be expressed as
YE = BG(il’iQ))_( +ng (426)

where GU172) = [g; ;] € R"™*2; g, for k = 1,2,3,4, being the kth column of
G in (4.9) and X = [X} g, Xs|7. As indicated earlier, Ty g and Zy; have folded

Gaussian distribution having the pdf given by (4.5). Consequently, a linear MMSE
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estimator (LMMSE)) X of X can be found in closed form by means of the Bayesian

Gauss-Markov theorem [40] as follows:

%01 = CogT(GC5'0" + 021,,)" (x — Gpx) + s, (4.27)
where ¢ 2 GU1i2) and since the components of X are independent folded Gauss
random variables, uz = E{x} = [1/y/7,1/y/7]%, Cx = E{xx"} = [1,0;0,1]. Note
that since yr and X are not jointly Gaussian, the resulting LMMSE will not be
optimal. But in practice, it is quite useful, being in a closed form and depending

only on the means and co-variances. In addition, the covariance matrix and the

mean vector of the LMMSE error vector ¢ = x — X, can also be obtained in closed

T -1
C. = <C,_<1+g2> ;
o
0

form as

n

Finally, the indices of active LEDs and the corresponding estimate of Z; r and 2y,

are obtained at Eve’s site, similar to the previous steps as shown by (4.24), (4.25)

4.4 Further Enhancement of the PLC algorithm with Secrecy Key Gen-

eration

For further enhancement of the PLS capability of the previous technique based on
transmitter preceding, we now consider a novel precoded-PLS technique with secret
keying. Amplitude/phase modulated (APM) data symbols, xp = [Xg, X1, -+, Xn_1]7,
where Xj = |Xj|exp (jby), transmitted by the OFDM subcarriers in the frequency
domain, are first encrypted with a random diagonal matrix ¥ = diag(e/¥0, /%1, ...  ef¥n-1)
where {1 }’s are called cyclic shift encryption coefficients. The resulted encrypted

vector cp = [Cp,Cy -+ ,Cn_1]T can be generated in the frequency-domain by
where, the kth component of cp is

Cl = | X |e? Ortvn),
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{Cy}'s provide strong physical layer security by changing the relationship between
the physical waveform and the transmitted data bits. As explained shortly, ¢ s are
determined by means of a secret key sequence. Then, the encrypted OFDM message

cr is decrypted first by the legitimate user at the receiver simply by the operation
xp = Wlcp. (4.29)

Then the data is demodulated by the classical OFDM receiver. However, at Eve’s
site, since the secret key information is not known, she will not be able to recover
the original transmitted message xr in a reliable format. The main steps of the

proposed encryption algorithm are now given as follows:

1. The most common way of realizing a point-to-point OWC link is utilizing visi-
ble light (VL) and infra-red (IR) LEDs in the downlink and uplink directions,
respectively. During OFDM transmission, a @Q-bit € {64,128, 256, ..} secret
key sequence b = (boby, - - - ,bg—1) is generated at the receiver and send back to
the transmitter via an IR uplink channel. Following the sharing of the secret
key, the legitimate user receives encrypted data packets from the source while
concurrently sharing the newly generated secret key through the IR channel
for the next round of data transmission.

The issue of channel reciprocity does not create any problem in the VLC
applications and inherently holds in Li-Fi systems even though the transceiver
components (LED and PD) are distinct, unlike RF systems where a single
antenna behaves either as a transmitter and receiver. It can be seen from the
LoS channel expression given by the equation (3.6) that the channel coefficients
solely depend on the geometrical parameters of the transmission environment
and are independent of the transmitter’s wavelength. It can be inferred that
even under only LOS channel conditions, large-scale fading effects caused by
the random orientation and mobility yields non-deterministic channel coeffi-
cients in practical OWC systems. Consequently, the reciprocity in OWC chan-
nels must hold in the LOS cases. Hence, there is no need for an additional
data exchange to transmit the secret key information to the access point.

In addition, the critical issue as to how the transmitter and receiver can
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retain the shared secret key while preventing the eavesdropper from acquiring
it is directly related to the characteristics of the uplink IR channel. The direc-
tivity of the IR LEDs is intrinsically very high compared to VL LEDs due to
their lack of illumination purpose [41]. Thus, the beam-width of the IR sources
is significantly smaller as opposed to their VL counterparts. Furthermore, the
upward direction of the IR LEDs, deployed on the legitimate user, obliges the
eavesdropper to be located between the access point and the legitimate user.
This requirement could become practically infeasible if the legitimate user is
mobile hand-held equipment. Consequently, both the narrow-beam profile of
the IR LEDs and the mobility of the user equipment will create inherent pro-
tection about the secret key information generated and sent to the source by
the legitimate user.

. For L € {1,2,---,7}, the transmitter chooses randomly vth secret key bit
among the ()-bit secret key sequence, b, as the initial encryption bit and se-
lects L bits sequentially b, = (b,b,+1,- -+ ,b,41-1), as the first encryption se-
quence, which is used to encrypt the first cyclic shift encryption coefficient
1g. The value of the random number v is updated every time the encryption
of an OFDM symbols is completed before transmission to Bob. Note that,
when the encryption bit subscript reaches to ) — 1, it is moved to the first
position while shifting all others to the next position in a left circular cyclic
shift. Subsequently, the cyclic shift encryption coefficients, ¥, 1, -+ ,¥n_1,
are generated sequentially as described in the next item.

. Given the encryption bit sequences {bg, by, -- ,bn_1}, generated initially with
random bit position v, the the cyclic shift encryption coefficients {wk}]kvgol are

determined by [42]
a
Yr = ay, mod 2% + 2—2“ (4.30)

where k is a constant prime integer chosen as 3,5,7, .., and «y is the kth en-
cryption value that is generated through binary-to-decimal conversion through
br. Note that the first and second terms on the right-hand side of (4.30) repre-

sent the integer and the decimal parts of 1, respectively, and L is related to
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the resolution of the generated v,’s. After generation of the Q)-bit secret key
sequence, the same 1.8, generated at the transmitter, encrypt the transmitted
OFDM-APM symbols in frequency-domain according to (4.28) and decrypts
them at the receiver according to (4.29). Hence, the security performance
of the system is improved substantially against eavesdroppers on top of the
physical layer security provided by the precoding.

4. To avoid the risk of randomly selected bit position being eavesdropped, during
transmission from source to the legitimated receiver over the VLC channel, a
technique based on the Chinese Reminder Theorem (CRT) is employed as de-
scribed in [43]. We now explain this technique step-by-step with the following
example:

(7) Two mutually prime integers m; and ma, that is when my # mo, ged(my, ms) =
1, are shared with transmitter and the receiver.

(71) At the transmitter, two integers r; and rq, are constructed by v as r; = v (
mod m;),i = 1,2, are transmitted to the receiver.

(7i1) At the receiver, the congruence equations are constructed with the re-

ceived integers as

v = ri( mod my)

v = 7r3( mod my) (4.31)
The CRT says that the unique v(mod V') can be obtained for V' = mj xmy, as
v=c.Vi.yl( mod V') 4+ r2.V5.y5( mod V) (4.32)

where V; = V/m; and y; = V;” ' (mod m;).

7

4.5 Achievable Secrecy Rate of the GLIM-OFDM System

We now consider the achievable secrecy rate of the MIMO wiretap channel of the
GLIM-OFDM scheme, Rgriv-orpum, in the presence of an eavesdropper. Using the

observation signals for Bob and Eve in 4.8 and 4.9, the achievable secrecy rate can
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be expressed as
Rormorpm = I (sp;ys) — I (sB;yE), (4.33)

— H (va) ¥ (yul) — (H (ve) — vl ).
= %103;2 (Z—%) - (H (ye) — H(YB))v

B
where I(.;.), H(-) and H(-|) represent the mutual information, differential and

conditional entropy, respectively, and

Ny
H(y.ls:) = = logy(2neo?)

H(yx) = —/p(yx)loggp(yx)dyx (4.34)

where p (y«) is the probability density function (pdf) of y, with x € {B, E}, [?].

As can be seen from (4.9), p(yp) depends on the pdfs of the signal vector x =
[x;R, Ty o le,x;I]T € R™»*! and the noise vector, np, which has a Gaussian
distribution with mean zero and covariance C,, p = 0231' ~,. Assuming IFFT satisfies
the normalization of E{x}xs} = N, the elements of x; follow CA(0, 1) distribution
for large N values. Hence, ;g and z,; ~ N(0,1/2) and consequently, all four
components of x are independent of each other and, due to the symmetry, have the

following clipped Gaussian pdf.

(v) = e_”2/52u(v)—|—%5(v), (4.35)

\/ P33

where u(v) and §(v) represent the unit step and delta Dirac functions, respectively.

The mean electrical power emitted from each LED of GLIM-OFDM scheme and the

+
p‘rk,R(I)

variance can be obtained as

1 1
_ + _ . 2 _
I = E{xkvR(I)} = 2ﬁ7 O—xk»R(I) = 1(1 — ;) (436)

Since all the components of x and np, as well as the random vectors x and ng are

independent of each other, the pdf of yp = [y1, ¥, ¥3,y4]” can be expressed as

pys) = pri(y% (4.37)
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where y; = Bxy g1y + n; is the ithe component of yp. Exact analytical expression
for the pdf of y; can be derived by the convolution theorem to calculate the sum
of the independent random variables. After some algebra, for : = 1,2,3,4, and

—00 < Yy < 400, it follows that

1 _ 2 1 ﬁy v
(y) =05 e 27h + 1- ———— | | e 2n+?,
Puv) \/2mo? (202 + (?) < ? (crm/Qa,Q1 + 62>>

(4.38)

Consequently, using 4.37, the mutual information, in (4.33), between the source and

Bob can be determined as

I (sB;yB) = — Z /OO Py (y) logy (py, (v)) dy — %10g2(27r60129). (4.39)

Note that the exact evaluation of (4.39) is not feasible mathematically. However, this
can be used to calculate the entropy for varying SNR values numerically. However,
our extensive computer simulations showed that approximating the pdf p,,(y) with
a Gaussian distribution with the mean p,, = (/(2y/7) and the variance o, =
%2(1 — %) + 02, almost the same mutual information values are obtained for a wide
range of SNRs. In the presence of Gaussian approximation, the mutual information
formula becomes

! Ta-)
Iapprox (SB; YB> = 45 logg 1+ T . (440)

np

As an example showing this approximation is valid, in Fig. 4.1, we compare the
mutual information obtained numerically from (4.39) and approximately from (4.40)
for the SNR range from —6 dB to 12 dB and show that these two curves almost

coincide each other.

On the other hand, computation of the Eve’s entropy, H(yg) involves pdf of yp =
BGx + ng, and becomes analytically infeasible. Hence to obtain the Eve’s mutual
information, we approximate the pdf of x as a Gaussian distribution with mean

vector iy = ﬁ%BGl and the covariance Cy = 54—2(1 — ﬁ)GGT. Consequently, the
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Figure 4.1 Comparison of the exact and Gaussian approximated mutual
information

mutual information for Eve can be obtained as

1 C,
]approx (SE7 YE) = lOgQ (det <I4 ot T) ) (441)
2 o
where 1 2 [1,1,---,1]%, I, denotes a 4 x 4 diagonal matrix and G is defined in 4.8.

Finally, the secrecy rate achievable for the GLIM-OFDM is obtained bu substituting
(4.41) and (4.40) in (4.33) as

RGLIM—OFDM = Iapprox (SB; yE) - Iapprox (SEa yE) . (442)

Note that the achievable secrecy rate, determined from (4.42), based on the clipped
Gaussian, is an upper bound. It does not yield the achievable secrecy rate because
the OFDM time-domain signal samples are approximated as continuous random
variables with the Gaussian distribution. Hence, the mutual information for contin-
uous ensembles is not necessarily finite compared to the discrete ensembles whose
entropies and mutual information take finite values and are limited by the alphabet
size of the discrete source. Since the frequency-domain transmitted data symbols
are discrete-valued random variables like M-PSK/M-QAM, the maximum achievable

rate or the capacity of a GLIM-OFDM system is limited with log, M bits/symbol.
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The capacity of such discrete-continuous memory-less channels of Bob and Eve, when
the ML-based detection of data symbols is considered as in [44], can be expressed

as
M

C,, = log,y (M) — % S Ea, { log, .Ml exp <\I/(z j)) } « € {BE}  (4.43)

i=1
where W, (i, 7) is given by

N . 2 2
(i) = ) = 2r) a4 il

0%

and zp(i) is the ith alphabet value of MPSK/MQAM data symbols transmitted
from one of the OFDM subcarriers. Consequently, the secrecy capacity of the optical

GSSK can be determined as

CGSSK = CB — CE (4.44)

Note that Cagsk in (4.44) cannot be obtained analytically in a closed-form expres-
sion. However a reduced complexity information rate in bits per second between
Alice-Bob and Alice-Eve can be computed based on the per bit mutual informa-
tion I (b; l;x), x € {B,E}. The mutual information is measured for the proposed
GLIM-OFDM system between the input bits b € {0,1} and the corresponding de-
modulated output bits by € {0,1}. Hence, the resulting binary input-output chan-
nels between Alice-Bob, and Alice-Eve can be modeled as a BSC with crossover
probabilities eg and e, respectively. Both achieve equal input probabilities. That
is P(0) = P(1) = 1/2. Consequently, both channels achieve the channel capacity

exactly.

Computed with respect to this specific input distribution, the secrecy capacity of a

optical GLIM-OFDM wiretap channel yields

Cauntorpm = I (b; bg) — In(b; bg),

= Hg(b) — Hy(blbp) — He(b) + He(blbg), (4.45)

where H,(b) = —S.! _ P(m)log, P(1m) denotes the entropy of the input bits with

m=0

respect to the input probabilities P(m),m = 1,2. On the other hand, HX(b|lA)X)
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represents conditional entropy and for a BSC it is given by
Hx(b|6x) = —€ylogy e, — (1 — €y) logy(1 — ). (4.46)

Hence, by substituting (4.46) into (4.45), and exploiting H, (b) = 1, since the input
bits are equally likely, the exact achievable secrecy capacity for L, the number of

bits transmitted per APM symbol, becomes

Ccriv-orpm = L (eB log, eg+ (1 —€p) logy (1 —e€p) —€eg log, e — (1 —€g) log, (1 — eE)> )
(4.47)
The crossover probabilities €, in (4.47) correspond to the BER of the APM data

symbols in the frequency-domain.
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5. CHANNEL ESTIMATION IN OPTICAL
GENERALIZED INDEX-MODULATED OFDM
SYSTEMS

In the PLS section of the thesis, first, the PLS techniques for GLIM OFDM systems
are presented. Then we concluded that one of the critical problems is to transmit
channel state information from the receiver to the transmitter to implement pre-
coding successfully. In Fig. 5.1, the block diagram of GLIM OFDM with precoder
and channel estimation is given. As we can see from Fig. 5.1, at the first step,
we need to estimate the channel at the receiver side and send it the channel state
information (CSI) back to the precoder at the transmitter side of the system by a
different uplink infrared channel. Therefore, the correctness of the estimation of the
channels is vital for the correct operation of the system. In this thesis, we propose
a channel estimation algorithm with a low computational complexity that ensures
a BER for the system, almost the same as the scenario when the channel is already

known. It also provides an MSE performance that has nearly reached the CRLB.

In GLIM OFDM, the positive and real-valued time-domain signal vector of the

time-domain components arriving at the receiver’s FF'T input can be expressed as:

where the x;, € R**! vector represents the time-domain sample vectors generated at
the IFFT output at the transmitter side of the system for each K =0,1,--- N — 1
, and n, € R¥! represents the additive white Gaussian noise vector whose com-
ponents are statistically independent. To estimate the channel matrix within each
given time frame, the signal vectors X = [xg, X1, - ,Xy_1] generated from the pilot

symbols will be assumed to be known at the receiver. In this case, the receiver signal
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can be expressed as:
Y =HX + N, (5.2)

and, Y = [Yo,Y1, -, Yyq] € RN and N = [ng,ny, -+ ,ny_1] € RN Using
classical matrix relations, the matrix Y can be expressed as a 4N dimentional vector

as follows:
y=Qh+n (5.3)

where y = vec(Y), n = vec(N) and Q = X @ I, and ® shows the Kronocker
product. Using the linear observation equation in 5.3, the linear minimum mean-

square estimation (LMMSE) for the unknown channel h is obtained as follows:

hoase = QF (QQ" + (1/p)L)y (5.4)

and, where p = I /o2 ve I = 1/sqrt(2n) is equal to the square of the statistical mean
of the sample values |z g| and |z ;| with a folded-Gaussian probability distribution.
If the error vector in the channel estimation calculated with this relationship is

e= HLMMSE — h, then MSE is defined as:
MSE = E { (hpase — 1) (Basse — ) }

Using this definition, the mean square error in the channel estimation considered is

obtained as follows:

1 T T
MSE = E(l_Q (QQ" + (1/p)1) Q)-

5.1 Cramer-Rao Lower Bound in Channel Estimation

The lower limit of the mean error in the obtained channel estimation is determined

by the CRLB and this limit is calculated as following:
MSE = E{(h—h)"(h —h) > I(h)"'}. (5.5)

where h 2 h rvmse and I71(h) are named Cramer-Rao lower-bound. Tt is calculated

as:

0? lnp(y;h)'} (5.6)

I(h) = E{ S
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Figure 5.1 Block Diagram of the GLIM-OFDM with Precoder and Channel
Estimation

In this relation, p(y;h) shows the probability density function of the signal arriving

at the receiver modeled as Qh + w and it can be expressed as:

2
Ow

p(y;h) ~ exp { L (y - Qn)T(y - Qh)}

By taking the 2nd partial derivative of p(y;h) as in 5.6, the following expression is

obtained for I:
L 7
I(h) = = Q' Q.

Finally, the Cramer-Rao lower bound for the channel estimation obtained with the

help of this expression is found as follows:
MSE > oltrace((Q"Q) 71). (5.7)

Figure 5.1 represents the new GLIM-OFDM scheme which has the precoder and

channel estimation.
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6. COMPUTER SIMULATIONS

6.1 Physical Layer Security Simulations

In this section, the simulation results for the PLS performance of the proposed
GLIM OFDM-based indoor LiFi system are presented. The BER performance of
the legitimate user and eavesdropper are investigated. We consider a np = ng = 4,
(4 x 4) MIMO-VLC system that is operating in a 3m x 3m X 3m typical room. We

assume four luminaries on the ceiling whose coordinates are given by

T

50 =50 50 =50
LED ocation (%, y) = cm. (6.1)

20 50 —50 —=50

where z and y denote the horizontal axes. The FOV semi-angle and area of the PD
are 70°and 1 cm2, respectively. The PDs are located at a height of 0.8 m, which is the
standard height of a table. Luminaries and PDs are assumed to be facing vertically
downward to the floor and upward to the ceiling, respectively. The half-power and
half-angle of the LEDs and the areas of the PDs are assumed to be &/, = 2 =
60% Wy /o = 70% App = 1 cm2. Then, the VLC channel coefficients between all the
LEDs and PDs are found in accordance with (3.6). The BER vs. SNR performance
curves are obtained for Bob and Eve in various VLC channel configurations and
QPSK signal constellations, where the number of OFDM subcarriers are chosen as
N = 128. The Bob and the Eve are located according to two configurations named
as Config A (PDs of Bob are in the center of the table with an equidistant spacing
of 0.4 m) and Config B (PDs of Bob are located at one of the corners of the room

with an equidistant spacing of 0.4 m). PDs of Eve are positioned according to

T

20 =20 20 -20
ConfigA : PDs of Bob,, .iion (,y) = cm.

20 20 =20 -20
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T

150 150 110 110
ConfigB : PDs of Boby,cation (2, Y) = cm.

150 110 150 110

For each configuration, we consider two critical positions for Eve’s locations. Namely,
in Config A, Eve is either located near the center of the room or at a point near
the corner on the diagonal side of the room. Similarly, in Config B, the Eve’s PDs
are positioned on a table with different heights of 40 cm and 80 cm located close to
the room’s center. Due to the locations of Eve in Config A, Bob and Eve will have
some spatially separated different channel gains. Whereas, in Config B, it can be
expected that Eve’s channel coefficients will have a spatial similarity for half of the

LEDs that will affect the BER performance of the system.

In Fig 6.1, the BER performances of Bob and Eve are compared with and without
a secret key as a function of SNR for Config A and Config B. The difference in the
BER performance with a secret key and no secret key is highlighted in Fig 6.2.
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m 10 - 8 - EVEs BER vs.SNR without Secret Key (ConfigB)

BOBs BER vs.SNR with secret key (ConfigB)
EVEs BER vs.SNR with Secret Key (ConfigB)
—O—BOBs BER vs.SNR without Secret Key (ConfigA)
—N/— EVEs BER vs.SNR  without Secret Key (ConfigA)
BOBs BER vs.SNR with secret key (ConfigA)
EVEs BER vs.SNR with Secret Key (ConfigA)
T T T T
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Figure 6.1 Comparison of BER performances of Bob and Eve with and without
secret key as a function of SNR for 1st scenario

The mutual information of Bob and Eve and the actual achievable secrecy capacity
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Figure 6.2 Comparison of BER performances of Bob and Eve with and without
secret key as a function of SNR for 2nd scenario

of Bob is investigated in Fig 6.3 for a scenario for which the respective channels of

Bob and Eve are chosen as

—0.6888 0.5559 0.5559 0

0.5559 0.6888 0 0.5559

0.5559 0 0.6888 0.5559
0 0.5559 0.5559 0.6888;_

_0.9226 0.7964 0.7964 0.6888_
0.7964 0.9226 0.6888 0.7964
0.7964 0.6888 0.9226 0.7964
_0.6888 0.7964 0.7964 0.9226_

As can be seen from Fig. 6.3, while the mutual information of Bob reaches its

ultimate information rate Ip = log,4 = 2 bits/QPSK symbol at maximum 14 dB
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SNR, the mutual information of Eve cannot exceed 0.2 bits/sec per QPSK symbol
within this SNR range. Consequently, the achievable capacity of Bob reaches its
actual capacity closed to 14 dB.
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Figure 6.3 Mutual informations of Bob and Eve and achiable secrecy rate for Bob

We compare the achievable secrecy rates obtained by the observation in the time-
domain samples and using clipped Gaussian distribution and the one obtained in the
frequency-domain approach. Fig. 6.4 clearly shows that the time domain approach
based on clipped Gaussian distribution gives an upper bound on the achievable

capacity.

Finally, Figure 6.5 shows a 2D contour plot of the BER values of Eve for the scenario
that when Bob is placed in the center of the room and Eve is navigating on the grid in
the room. It is an output of the BER values obtained by using the channels created
for every position of Eve. As we can see from Figure 6.5, there is a symmetry
that is caused due to the symmetric structure of the channels produced in channel
estimation. The simulations for this figure were created in a (3x3x3)m room when
Bob’s channel, HB, was fixed and Eve’s channel was variable. In the simulations,

most of the BER values of Eve are over 0.1, and Bob’s BER values are over 107°.
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Figure 6.4 Comparison of Bob’s achievable secrecy rates obtained in the
frequency and the time-domains
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Figure 6.5 Contour plot of the BER values of Eve when Bob is at center and Eve
is mobile in the room.

6.2 Channel Estimation Simulations

In this study, as VLC channel model, channels created by using line-of-sight element

between the illuminators (LED) placed on the ceiling in a closed room which is in
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Figure 6.6 Simulation of the room for Example 1

the form of a square prism (5x5x3 m) and photodetectors (PD) placed at the corners

of a table in the center of the room are used. As can be seen from Figure 6.6, in

this scenario, the red inverted triangles represent the LEDs on the ceiling and the

colored squares represent the PDs on a table (10x10x80 cm) on the floor.

6.2.1 Simulation Examples

Configuration parameters of the simulated room is shown in Table 6.1

Example 1:

LED coordinates: [130 70 300 ; 130 -130 300 ; -70 -130 300 ; -70 70 300]

PD coordinates: [-14 -24 80 ; -14 -14 80 ; -24 -24 80 ; -24 -14 80]

_0.2185
0.2026
0.2294
0.2124

HLoS = 1.0e — 05 %

0.0444
0.0411
0.0453
0.0420

0.0213 0.0557
0.0202 0.0536
0.0223 0.0599

0.0211 0.0576

where Hyog is the LoS channel matrix. Figure 6.6 illustrates the simulated room

for given values.
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Figure 6.7 Simulation of the room for Example 2

Example 2:

LED coordinates: [130 70 300 ; 130 -130 300 ; -70 -130 300 ; -70 70 300]
PD coordinates: [-214 -484 80 ; -214 -474 80 ; -224 -484 80 ; -224 -474 80]

-0.0688
0.0746
0.0670

_0.0726

HLoS = 1.0e — 05 %

0.3327
0.3529
0.3141
0.3327

0.3104
0.3286
0.3290
0.3489

0.0666 ]
0.0722
0.0684
0.0742|

where Hyog is the LoS channel matrix. Figure 6.7 illustrates the simulated room

for given values.

6.2.2 Computer Simulation Results of Channel Estimation

For channel estimation, it is necessary to add pilot symbols. For this purpose, differ-

ent subcarriers in the frequency domain of OFDM are generally reserved for carrying

pilot symbols. However, in the VLC-based OFDM system proposed in this paper, all

sub-carriers of the first OFDM signal in a given OFDM time frame are allocated to

pilot symbols. In a given frame, optical channels do not change much. By utilizing

this property of optical channels, data transmission occurs from all sub-carriers of

other OFDM signals in the frame. Depending on this configuration, the channel is
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Parameters Values
Room dimensions DXHX3 m
Number of LEDs 4

Number of chips per LED 9
Model of chips Cree Xlamp®MC-E
Power for each chip oW
LED viewing angle 120°
PD viewing angle 85°
PD surface area 1 cm?

Table 6.1 Configuration Parameters

estimated using the LMMSE-based estimation algorithm described in the previous
section, and the data transmitted at the receiver in the frequency region using the
estimated channel values are obtained with a certain error performance with the
help of the data detection process within each OFDM frame.

In this subsection, both the MSE performance of the channel estimation algorithm
realized at the receiver of the VLC system and the Cramer-Rao lower bound that
this performance can reach, and also the data detection performance of the system
in the transmission over the analytically obtained optical channel are examined.
In Figure 6.8, the MSE error performances of the channel estimation realized in
4QAM, 8QAM and 16QAM modulated communication are obtained as functions
of the signal-to-noise ratio in the system. The most important conclusions drawn
from Fig. 6.8 are that the MSE performance of the proposed channel estimation
algorithm is very suitable for real applications and is almost entirely independent
of the different levels of modulation techniques used. It is also seen that the MSE
performance has nearly reached the Cramer-Rao lower bound. From these calcula-
tions and the obtained results, it is concluded that the proposed channel estimation
algorithm works very effectively and also the computational complexity is minimal

for the algorithm.
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Figure 6.8 Channel Estimation MSE Performance and Cramer-Rao Lower Bound

In Figure 6.9, the BER performance of the data detection process performed at
the receiver for the 4QAM, 8QAM and 16QQAM modulations is examined as a func-
tion of the signal-to-noise ratio, using the predicted channel information. As can
be clearly seen from this figure, the BER performance level of the system that can
be reached under the presence of channel estimation errors is very high. In other
words, it can be seen from Figure 6.9 that at each modulation level, the BER curves
obtained for cases where the channel is perfectly known and channel estimation is

used almost overlap.

43



Bit Error Rate (BER)

104 F —¥— 4QAM-BER achievement (channel known)
- ¥ - 4QAM-BER achievement (channel estimated)
- -v =~ BQAM-BER achievement (channel estimated)

10_5 L 8QAM-BER achievement (channel known) V_
Fro]= : ; - 16QAM-BER achievement (channel estimated)
[ | —— 16QAM-BER achievement (channel known) -*
10-5 I 1 1 1 1 I
20 25 30 35 40 45 50 55

SNR (dB)
Figure 6.9 GLIM OFDM BER Performance Under Channel Estimation Error
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7. CONCLUSIONS

This thesis proposes a new and novel PLS algorithm, and its achievable secrecy rate
is improved through different techniques. The MMSE estimation method is adopted
in the Bayesian setting to solve the OFDM sample estimation problem. Finally, a
further enhancement using secrecy key generation is introduced in the last step.
BER performances of Bob and Eve are compared for two configurations with and
without the secret key, and it is shown that the BER performance of Eve is de-
graded further in the presence of a secret key. Also, the mutual information of Bob
and Eve are compared and shown that when Bob reaches its ultimate information
rate, at the same SNR range, Eve’s mutual information stays very low. The achiev-
able secrecy rates are compared for the frequency and time-domain approaches, and
it is clearly shown that the time domain approach yields an upper bound on the
achievable capacity. In the receivers of such wireless communication systems, the
transmitted optical channel must be accurately estimated and monitored to detect
the transmitted data accurately. Hence, within the scope of the thesis, a new pilot-
based computationally efficient channel estimation technique is proposed for efficient
estimation of the optical channel of a GLIM-OFDM system, operating under the
effect of additive Gaussian noise. In addition, the Cramer-Rao lower bound, which
is a measure of the estimation ability of the algorithm, is derived analytically. The
computer simulation studies investigated the bit error rate and the mean-square
error performances of the developed pilot-based channel estimation algorithm. It is
concluded that the MSE performance of the proposed channel estimation algorithm
is very suitable for real applications and is almost entirely independent of the dif-
ferent levels of modulation techniques used. When the outputs are examined, it is
seen that the BER performance obtained as a result of the channel estimation is

very close to the BER performance when the channel is known perfectly.
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