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ABSTRACT

VIOLENCE 2.0: USING SOCIAL MEDIA FOR RADICAL PROPAGANDA

Mohamed Ellabban
Master of Arts in New Media

Advisor: Assoc. Prof. Eylem Yanardagoglu
June, 2016

When those who claim power attempt to oppress those who don't, violence is no
longer an unlikely response. It is used as a means to resist and fight against
submission to the power. To strengthen their position as the sole and rightful
authority, powers usually resort to media to act as their tool of influence on
people's perception. As the world change, authorities do as well. These
ideological regimes start to adapt new technologies such as the internet instead
or in compliment to the old traditional media. New techniques are then used but
for the same old goals; influence and sometimes harassment of peoples' minds.
But social media has proven that it can be different. It cannot be fully
controlled, and its basic fundamental concept is that enables people to share and
connect with each other, with a minimum presence of gatekeepers. This has
allowed social media to be a field where any idea can flourish, even violent
ones. This dissertation shows how violent groups can use social media to
propagate their causes. Moreover, it contains a case study of a radical violent
group that exploits digital propaganda experts to achieve its communication,

operational, and strategic goals.

Keywords: Violence, Communication, Propaganda, Public Sphere, Internet,

Social Media.



OZET

SIDDET 2.0: RADIKAL PROPAGANDA ICIN SOSYAL MEDYANIN KULLANIMI
Mohamed Ellabban
Yeni Medya, Yiiksek Lisans
Danigsman: Dog. Dr. Eylem Yanardagoglu
Haziran, 2016

Gl¢ iddiasinda  bulunanlar, bulunmayanlar iizerinde baski kurmaya
kalktiklarinda, siddet muhtemel bir tepki haline gelir. Bu siddet iktidara teslime
kars1 direnmek ve savagmak icin ara¢ olarak kullanilir. Giigler genellikle tek ve
mesru otorite olarak kendi konumlarini giiclendirmek amaciyla, insanlarin
algilar1 tlizerinde etki aract olarak medyaya bagvururlar. Diinya degistikge
otoriteler de degisir. Bu ideolojik rejimler, geleneksel medyanin yerine ya da
onun tamamlayicisi olarak internet gibi yeni teknolojiler benimsemeye baslar.
Yeni teknikler eski hedefler i¢in kullanilmaktadir: insan zihnini etki altina
almak ve bazen taciz etmek. Ancak sosyal medya bunun farkli olabilecegini
kanitlamistir. Sosyal medya tamamen kontrol altina alinamaz ve denetleyicilerin
varligini en aza indirir. Sosyal medyanin en temel amaci insanlarin birbirleriyle
iletisim kurmasini ve paylasim yapmasini saglamaktir. Bu da sosyal medyanin
herhangi bir fikrin, siddet igeren fikirler bile olsa, gelisebildigi bir alan haline
gelmesine yol agmistir. Bu tez, siddet yanlis1 gruplarin davalarini yaymak igin
sosyal medyayr nasil kullandiklarini ortaya koyar. Ayrica, bu tez kendi
iletisimsel, islevsel ve stratejik hedeflerine ulagmak i¢in dijital propaganda
uzmanlarindan yararlanan siddet yanlis1 radikal bir grubu vaka ¢alismasi olarak

ele alir.

Anahtar Kelimeler: Siddet, Iletisim, Propaganda, Kamusal Alan, Internet, Yeni

Medya.
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1 Introduction

—Armies of the past used to march to the rhythms of drums. Now it‘s the
number of tweets, its density, tone, and people interactions. Armies of the recent
past used traditional media to achieve goals, but now they made social media a
cornerstone of their armsl (Barakat, 2014).

Nowadays not only traditional media talks about the violence or radical thoughts
and 1deas, but social media and Internet will also spread the news and violence wider
than traditional the media would do. Internet as a web that allows every user to
communicate with others regardless of time and space will be a reason for online

propaganda.

This research discusses how violence can be propagated on the Internet and
social media, using radical propaganda to refer to ISIS. This dissertation tries to answer
the following: why ISIS is using social media? Which platforms are they using and why?
And thirdly, it analyzes the interactions and engagement of ISIS production on social

media platforms.

Violence groups need to seek attention in order to be discussed on different
levels, in different spheres, and different levels of people. Therefore, the Internet is the
sphere they are using away from the barriers of traditional media and also because of

targeting the Internet users who are highly experienced in using digital media.

Internet gives a free sphere to produce different types of media productions, like

videos, radio stations, magazines, and even online TV channels. It is diverse in the
1



channels; violence groups take advantage of this diversity which is represented through

one medium, which is the Internet.

The research talks, in the first chapter, about the violence and why it has been
used and implemented by different groups of people. It also talks about political
communication and why it is important to fill the gap between power and opponents in
general, in addition to the communications functions of media and the propaganda on

traditional media, besides the role of the Internet and propaganda on social media.

The second chapter talks about the methodology used in this research. In this
dissertation, the research question and hypothesis tried to answer a descriptive question;

therefore, the qualitative strategy is more suitable for this dissertation.

The third chapter talks about ISIS as a case study and how they use the Internet
and their visual production in addition to some examples of user engagement with what

are they producing or what other media outlets share about them.

The forth chapter talks about the conclusions of the research and the findings of this dissertation.

1.1 Violence and Power

Power is the desire which makes people struggle in their life in order to gain it,
any kind of power that makes mankind satisfy their ego. However, when some men

reach this power, it will lead to resistance from other mankind who seek the same power.



Power is a tool for ruling, and mankind‘s instinct is to dominate and make others obey
this desire. This desire can be described in many different ways like an ideology,
identity, and so on. Therefore, forcing people to obey a specific desire might cause
resistance from others, and according to Michel Foucault —Wherever there is power,

there is resistancel (1978: 95).

Hanna Arendt (1970) emphasized on the problems of violence that are still
ambiguous; she mentioned what Georges Sorel (1906) marked for more than a hundred
years ago that —The problem of violence still remain obscure.l All politicians varying
from Left to Right contribute to politics in order to gain power. Hanna Arendt, believed
that —all politics is a struggle of power, the ultimate kind of power is politicsl and as
she described also that —Violence is nothing more than the most flagrant manifestation

of powerl (1970: 35).

Max Weber (1956) defined the state as —the rule of men over men based on the
means of legitimate that is allegedly legitimate violencel (1956: 171). According to
Weber, he equated power as a result of politics with the organization of violence, which
means that the state is a tool at the hand of the ruling class and they use it for their own

interests in the first place; therefore, they legitimate that tool to be a state.

On the other hand, mankind behaviors are different, as there are men whose
desire is to force people to obey their dominations and their commands; there are others

who are willing to offer submissions, and they are also willing to obey and to be ruled by



the strong man. This leads to a very important insight we have been living since the
beginning of mankind till nowadays; the will to power and to obey people and the will to

be obeyed and to be ruled are interconnected.

That is why the state forms different institutions and creating many laws in
different forms by different methods in order to reinforce its legitimacy in front of the
society and to force people to obey and follow these rules. Meanwhile these institutions

are manifestations and materializations of this state‘s power.

The regime needs supporters for its rule; it needs helpers to support it in shaping
these institutions and laws. It needs a high number of these supporters, and this is one of
the elements to distinguish between power and violence. While power relies on the
number of effective individuals who are associated with the state for their interests and
are promoting for the state‘s ideas and opinions, violence relies on the implementations
of actions against these opinions and the desires of that power. Hanna Arendt stated that
(1970) —The extreme form of power is all against one, the extreme form of violence is

one against alll (1970: 38).

Arendt (1970) described the power as —it‘s not just to act, but to act in concertl
(1970: 44). She means the harmonization of different elements that lead to this power.
The power does not represent only one person who is in power, but it actually defines a

group of people or institutions which had been formed by this group in order to represent



them, because simply without this group of people or their formed institutions there will

be no power.

Violence is the tool for a group of people who refuse to obey the state, especially
if this state has been formed by fraud or forgery, according to their opinions. However,
this group also seeks power, and this explains that the power of the state is a synonym

for violence (Habibovi¢, 2015).

Arendt and Weber theorized the relations between violence and power. Weber
discussed the political actions as the domination of territory by different means and tools
of violence where political players in this regime use all sorts of ends in view to
strengthen this domination, like glory, dignity and peace. In the case of Arendt, violence
itself is anti-political. This is because violence, in which obedience is secured through
coercion, is the opposite of power, which is based on free consent (Frazer, E., &
Hutchings, K., 2008). ISIS is claiming that they are caliphate, which consists of different
institutions they have created to provide the alternative for the state as they showed in

different videos that they have produced.

Therefore, violence is the radical actions against the established regime, which
causes chaos and instability. It is not necessary to define the chaos in a negative
definition in some cases, like what happened in the Arab Spring; it was a positive way of
resistance which caused chaos. Violence might use different definitions of these chaotic

actions by using ideological and religious causes which will justify practices, and based



on the ideology they have to offer alternatives for the violence, in order to gain

legitimacy by their supporters and people who obey them.

1.1.1 Violence and Political Communication

Political violence is described as an act committed by the government‘s
oppositions, and this act could be shaped and described in different forms and categories
according to the differences of the public points of view. It could be described as rioting,
terrorism, or civil war. (Andrew Calabrese, 2010). Using —radical propagandal refers
to the propaganda conducted by violent groups such as the Islamic State (ISIS).

There are different comprehensive definitions for violence. WHO defined it as
—The intentional use of physical force or power, threatened or actual, against oneself,
another person, or against a group or community, that either results in or has a high
likelihood of resulting in injury, death, psychological harm, maldevelopment or

deprivationl (2002:5)

The political violence is used when the positive talks fail and the opposition is
trying to send a message by the actions of the political violence. Andrew Calabrese
(2010) mentioned in his article —Sending a Message: Violence as Political

Communicationl:

Accepting the idea that the states are perpetrators of political violence, and that
particular kinds of violence are used to _send a message*, full scale warfare can
easily be understood, as a means of political communication. When he decided to



launch the 1990-91 Gulf War, George H.W. Bush followed in the footsteps of
Ronald Reagan in his efforts to fight off the —Vietnam syndromel. and
according to William Daniel Ehrhart _re-establish the legitimacy of U.S. global
military intervention® Ehrhart (2002, p.75). (2010: 111)

Calabrese (2010) also talked about how Bush and his administration wanted to manage

the media during the Gulf War:

In aiming to leave behind the _Vietnam Syndrome‘, Bush sought victory that
would be swift and deceive. Bush administration managed the news media in the
Gulf more restrictively than previous administration had controlled Vietnam
War-era reporting. From strategic standpoint, the Bush method was useful,
because the tighter control helped minimize public knowledge and the potential
for informed dissent that could damage the broader base of favorable media
coverage and American public opinion in support of the war.

The Yugoslav wars on Bosnia and Kosovo, the widespread practice of raping
Muslim women and girls by Serbian forces was not only violence against
women, but it was against a whole culture against a whole nation during that
time. Also like what happened in targeting world trade centers in the U.S during
9/11. The suicide bombings were highly symbolic, the target were not
particularly people inside the buildings but the target was blowing up the military
and intelligence power of U.S at that time. (2010: 111)

Disability of political communication with difficulties faced by contemporary
democracies in the last decades made the Internet topic a public sphere to discussions.

Dahlgren (2005) explained this by mentioning the following:

The discussions about the poor health of democracy intensified during the 1990s,
at about the same time that the Internet was rapidly leading a media revolution. It
did not take long for many observers to connect the two phenomena in an
optimistic way. That new information and communication technologies are
affecting all spheres of life in late modern society is of course not news, but there
remains ambiguity as to the extent to which they are enhancing democracy.
(2005: 150)



Violence itself can be considered as medium of communication between the
power and opposition. The violence could be against a whole society or ideology, not
against a specific individual. A group of individuals who are sharing the same ideology
or the same thoughts can conduct violence practices when the public sphere is restricted

and does not give any chance for political communication (Calabrese, 2010).

Therefore, actions conducted by groups like ISIS are considered as a message
containing violence, and this message is delivered by the videos they are producing like
what they did by film Mouaaz Al-Kasasbah, the Jordanian pilot, or beheading Christians

in Libya (CNN, 2015).

1.2 State and Role of Media

The state can use the media in order to spread the messages and ideas, whether

this media is owned by state or by businessmen or elites that have interests in the regime.

Mass media plays a crucial role in connecting people in the society. It has the
ability to reach wider audiences with strong and influential messages which impact upon
society. Television, newspapers, and radio have been influential on people‘s daily lives
and routines, affecting the content and times in which the audience watches and listens.
As explained by Krishnasamy (2011) —The mass media has at least three important

roles to play: to inform, to educate and to influence opinion. These distinctive features of



traditional media have been challenged by new media, which is changing the
participation habits of the audience.
Mass media is contributing in creating the public sphere because its gathering of

communicative space Dahlgren (2005) explained the functions of the public sphere as:

Functioning public sphere is understood as a constellation of communicative
spaces in society that permit the circulation of information, ideas, debates—
ideally in an unfettered manner—and also the formation of political will (i.e.,
public opinion). These spaces, in which the mass media and now, more recently,
the newer interactive media figure prominently, also serve to facilitate
communicative links between citizens and the power holders of society. (2005:
148)

The Internet has shaped a sphere that allows individuals and ordinary users to
express their ideas and thoughts freely and openly without restrictions in the democratic
societies. In other words, it is more complicated for the states to control and manipulate

the sphere that has been shaped by the Internet.

1.2.1 Functions of Media as a Way of Communication

Harold Lasswell (1948) defined the act of communication in the society and the
functions of communication on people‘s mentality. The convenient way to describe an
act of communication is to answer these questions (Who? Says what? In which channel?

To whom? And with what effect?).



According to Lasswell (1948:216) the verbal communication in media has been
referred to as a linear and unidirectional process, a one-way process. The focus of the
verbal communication is broken down by each element of communication: 'who' refers
to the communicator who formulates the message; 'what' is the content of message;
'channel' indicates the medium of transmission; 'whom' describes either an individual
recipient or the audiences of mass communication; 'effect' is the outcome of the
message. It is possible to establish a list of values current in any group chosen for
investigation, and then we can discover the rank order in which these values are
examined. We can rank members of the group according to their positions in relation to
these values. In every society the values are shaped and distributed in its institutions.
These institutions including the communications are involved in supporting this network

as a whole.

Lasswell (1948) has explained the communications process in the society:

The communication process in society performs three functions: (a) surveillance
of the environment, disclosing threats and opportunities affecting the value
position of the community and of the component parts within it; (b) correlation
of the components of society in making a response to the environment; (c)
transmission of the social inheritance. In general, biological equivalents can be
found in human and animal associations, and within the economy of a single
organism.lIn society, the communication process reveals special characteristics
when the ruling element is afraid of the internal as well as the external
environment. In gauging the efficiency of communication in any given context, it
is necessary to take into account the values at stake, and the identity of the group
whose position is being examined. In democratic societies, rational choices
depend on enlightenment, which in turn depends upon communication; and
especially upon the equivalence of attention among leaders, experts, and rank
and file. (1948:228)

10



The movement of the message moves from the media to the audience. And this
represents one way of communication; and this might be the effect on public opinion as
long as it’s only one way of communication. State uses media to conduct the propaganda
principles which might be considered a neutral propaganda by establishing a list of
values that they are promoting for on people; the media started its role to discover the
rank order in which these values are examined. Media ranked people in the society
according to their positions in relation to these values. Moreover, people, by
implementing these values, have been shaped and distributed in the society. They
allowed themselves to be involved in supporting these ideas of the regime. Efforts are
made to black out oneself in order to counteract the security of the potential enemy and
rule the elites because they are sensitized to potential threats in the internal community.
At the same time the ideology of the elite is reaffirmed and counterideologies are
suppressed. Mass media play an especially important role in democratic societies. They
are presupposed to act as intermediary vehicles that reflect public opinion, respond to
public concerns, and make the electorate cognizant of state policies, important events,
and viewpoints. The fundamental principles of democracy depend upon the notion of a

reasonably informed electorate (Lasswell, 1948).

11



1.2.2 State and Media Propaganda

In countries where the power and authority are in the hands of the state, the
monopolistic control over the media is backed by the official censorship, which makes it
clear that the media is powered by the dominant elites, making their loyalty to whoever
owns the power and the state. The private media owned by the businessmen who are
supporting the state to keep their benefits also is competing with the state media but

most of them are waving in the same astronomy of the regime.

A commentator like O‘hara argues that a responsibility of any form of media is
to ensure fair, accurate, and impartial reporting. A set of code of ethics is essential to
maintaining standards for media professionals and organizations. Everyone in the
organization should uphold the standard with a sense of responsibility, equality, and
accountability. Information ethics is not just a matter of written values for the

broadcasters; it must be practiced in their day-to-day operation. (2002)

A lot of authors and scholars wrote different definitions of the propaganda,

Richard Alan Neslon defined it as

Propaganda is neutrally defined as a systematic form of purposeful persuasion
that attempts to influence the emotions, attitudes, opinions, and actions of
specified target audiences for ideological, political or commercial purposes
through the controlled transmission of one-sided messages (which may or may
not be factual) via mass and direct media channels. A propaganda organization
employs propagandists who engage in propagandism—the applied creation and
distribution of such forms of persuasion. (1996:232)

12



Edward S. Hermen and Chomsky (2010) in their explanation of the
—Propaganda Modell stated that who owns the media decides upon the role it plays,

through ssetting the functions in society:

A propaganda model focuses on this inequality of wealth and power and its
multilevel effects on mass-media interests and choices. It traces the routes by
which money and power are able to filter out the news fit to print, marginalize
dissent, and allow the government and dominant private interests to get their
messages across to the public. The essential ingredients of our propaganda
model, or set of news "filters," fall under the following headings: (1) the size,
concentrated ownership, owner wealth, and profit orientation of the dominant
mass-media firms; (2) advertising as the primary income source of the mass
media; (3) the reliance of the media on information provided by government,
business, and "experts" funded and approved by these primary sources and
agents of power; (4) "flak" as a means of disciplining the media; and (5)
"anticommunism" as a national religion and control mechanism. These elements
interact with and reinforce one another. The raw material of news must pass
through successive filters, leaving only the cleansed residue fit to print. They fix
the premises of discourse and interpretation, and the definition of what is
newsworthy in the first place, and they explain the basis and operations of what
amount to propaganda campaigns. (2010: 1)

The political economy of the mass media postulates that elite media interlock
with other institutional sectors in ownership, management, and social circles, effectively
circumscribing their ability to remain analytically detached from other dominant
institutional sectors. The model argues that the net result of this is self-censorship
without any significant coercion. Media, according to this framework, do not have to be
controlled nor does their behavior have to be patterned, as it is assumed that they are
integral actors in class warfare, fully integrated into the institutional framework of

society, and act in unison with other ideological sectors,.i.e., the academy, to establish,

i



enforce, reinforce, and _police* corporate hegemony. It is not a surprise, then, given the
interrelations of the state and corporate capitalism and the _ideological network,* that the
propaganda model has been dismissed as a _conspiracy theory* and condemned for its
_overly deterministic view of media behavior. It is generally excluded from scholarly

debates on patterns of media behavior (Herman & Chomsky, 2010).

1.3 Internet as a Globalized Tool

Globalization has imposed itself after the end of the Cold War and produced a
global system depending on openness to international media, the rapid renewal of
technology, and increase of communication with people all over the world. These
changes cause also social movements on different levels and cultures. Globalization with
its tools represents the open communities of the new generations without considering

any borders or limits for anything.

Internet has a technological touch which makes it favored by youth instead of
traditional media tools; it allows sharing and delivery of information at the moment not

even moments ago.

Krishnasamy in his article —New Media vs Traditional Media” (2011) defined the New

Media as follows:

14



[t is essentially a cyber-culture with modern computer technology, digital data
controlled by software and the latest fast developing communication technologyl.
Most technologies described as —new medial are digital, and often have
characteristics of being networkable, dense, compressible, interactive and
impartial. (2011:7)

Young people are attracted to the easy means of getting information with
Internet-based terminals or hand phones which provide them with information of their
choice anytime and anywhere. They need not wait for any broadcasting schedule to be

connected to get information.

The Internet user can be represented as a channel. The user can produce different
types of production and whatever he produces will reach very wide audience. This user
might have many followers or friends and this will support him to spread whatever the

production is even, whether they agree or disagree with it.

Internet becomes a communication medium; it eases access to information,
enables users to surf the information, and allows them to control what they would like to
be exposed to. Traditional media has only one way of communication. The Internet is
more advanced and it has more than one way of communication between users (Ayyad,

2011; AmichaiHamburger 2008; Kirat 2007; Ayish 2005).

Internet has an effect on the daily life of users because of its openness and the
accessibility it has without limitations unlike traditional media. According to Wai-Yu Lo
and Leung (2008), Internet provides gratification opportunities allowing multiple users

to communicate asynchronously and synchronously.
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Internet as a communication medium can function as a mass medium like the
television and the radio, streaming endless quantities and qualities of audio and video to
an ordinary user or a larger audience. It allows users to converse with others within a
group, or individually, using any combination of text, audio, and video channels
(Amiel&Sargent, 2004). Internet is a personal channel to the mass audience to use it and

its platforms.

(O'Hara, 2002) has mentioned:

It is often assumed that the Internet is a boon for democracy. It brings colossal
quantities of information within reach of virtually anyone in the developed
world, and a large number of people in the developing world (Varian, 2001). It is
hard for governments to police. It allows effective and targeted publishing by
many more individuals. Not only is it difficult to keep someone with a grievance
quiet, but he can now send his complaints to an infinity wider audience. (2002:
287)

Internet is making an impact on democracy, and the current destabilization in the
political communication system will be seen as a cause for better understanding for the

Internet and its role as a new paradigm for political communication (Dahlgren, 2005).

There was discussion about the characteristics of public sphere. Mark Poster
argued against the public sphere described by J<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>